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Poccuiickui paspaboTymk 1 NPOU3BOLAUTEND
KOMTEKCHbIX CUCTEM Be30MacHoCTH

APM-W
«CuHepret BK»

ABTOMaTHU3UpPOBaHHOE
paboyee MecTo

CTB®.426484.117

HA3HAYEHUE

ABTOMaTM3MpPOBaHHOE pabouee MEecCTO [eXypHOro NHXKeHepa
(APM-OM) KomnnekcHon cuctembl 6e3onacHoCcTM obbekTa «CuHepreT BK» npeaHasHayeHO ANs
obecneyeHma KPyrnoCcyToO4HOro KOHTpoas coctoaHmna TCO.

OBJIACTU NMPUMEHEHWA

" KOMMJEKCHas cucTema 6e3onacHocTi obbekTa «CuHepreT BK»

NCNOJTHEHUE

= npeactanafetr coboint MK-MOHUTOP C 3aKpensieHHbIM Ha ero 3afHel CTEHKe KOMMAKTHbIM
CUCTEMHbIM 610KOM

"  CUCTEMHbIK ON0K OCHALWEeH CheunasbHOM METa//IMYECKON 3SKPAHUPYIOLWEN  KPbIWKOW,
npeaoTBpallatoWen HECAHKLUMOHMPOBAHHbLIA AOCTYyN K €ro pasbemMam, W MNporpaMmmHbIM
CpeaCcTBOM [10BEPEHHOM 3arpy3Ku

"  Ha CcUCTEMHOM H10Ke NpeayCMOTPEHbI Pa3bembl A58 NOAKIOYEHWA Kabena NMTaHMA, MOHUTOPA,
KNaBMaTypbl U MbILLM, BXOAAWMX B KOMMAEKT NOCTaBKM, ayamoycTponcts, USB-Hakonutenen m
YCTPOWCTB, a TaKXe pasbem ANA NoAKAoYeHns ceTn Ethernet

= npenycTtaHoBneHo CMNO «CuHepreT 1 CB» Ha 6a3e onepaumoHHOM cnuctembl Astra Linux

= Komnnektyerca |P-tenedoHOM, NazepHbIM MNPUHTEPOM, ayAMOKONOHKAMW, WHTEPAKTUBHbIM
MCTOYHUKOM BecnepeboMHOro NUTaHMA U ceTeBbIM GUABTPOM

BO3MOXHOCTH

" [epuoaMYeckmin aBTOMATMYECKUA W aBTOMATU3MPOBAHHbLIA KOHTPOAb cocTosaHus TCO,
oTOOparkeHue pesynbTaToB KOHTPOA U AOKYMEHTUPOBaHME 3TOM MHPOPMaLMM B Hase AaHHbIX



=  oToOpakeHne Ha MoHuTOope APM cnpaBoYHON MHPOPMALMM MO TMOUCKY M YCTPAHEHMUIO
HeuncnpasHocTen TCO, Bxoasuwmx B coctaB UK TCO

= oTOOpakeHne Ha MoHMTOPe APM cxem 0OBbEKTOB BOMHCKOM YacTu 1 B3aumogeinctama TCO

= cbop MHPOPMaALMM O pe3ynbTaTax KOHTPOAA PaboTOCMOCOOHOCTU TEXHMYECKMX CPe/CTs,
BXOAALIMX B COCTaB Bcex APM

" 33lMTa OT HECAHKLIMOHMPOBAHHOIO AOCTYNA K PaboYMM CTAHLMAM C MOMEHTA MX BKAOYEHMA A0
MOMEHTa CTapTa OnepaumOHHOM CUCTEMDI

" MpoBepKa Les0CTHOCTN NPOrpamMHO-annapaTHoM cpeapl

" perucTpauma cobbiTnin 6eszonacHocTK

OCOBEHHOCTU

= BNIOKMPOBKA 3arpy3KM HELUTATHbIX ONEPALLMOHHbBIX CUCTEM

= cooTBeTcTBME TpeboBaHMAM Npukaszos PCTIK Poccum

= obecnevyeHne [OBEPEHHOW 3arpy3kyM B aBTOMATU3MPOBAHHbLIX CUCTeMax, 0bpabaTbiBatOLLMX
roCy4apCTBEHHYIO TalHy

" rMbKM WHTepdenC C WUMPOKMM PAAOM HACTPamMBAEMbIX MapaMeTpoB W  anroOpUTMOB,
obecneymBatowmii yaobCcTBO MCNONb30OBAHWMA B PA3/IMYHbLIX CUTYyaUMAX B 3aBMCMMOCTU OT
MOCTaB/IEHHbIX 33434

®  KOMMAKTHOE UCMNONHEHNE

KOMINEKT NOCTABKU
HavmeHoBaHue Kon-Bo
v CuctemHbIN 610K, B cOCTage: 1K-T
— CABS3 «Kaspersky Endpoint Security ansa Linux» 1 3Ks.
— OC «Astra Linux Special Edition» 1 wr.
— CMNO «CunHepret 1 CB» 1 3K3.
—  2JKpaHupylowaa kpbiwKka APM ana Mini Tower 1 wr.
v" MoHuTtop KK 1 wr.
v" Mbiwb USB 1 wr.
v’ KnasumaTypa USB 1 wr.
v VcTouHuk 6ecnepeboitHoro nutaHua 700 BT 1 wT.
v" IP tenedon STI-100 1 wr.
v' CeTesoi ¢punbTp (1,8M) 6 po3eTOK 1 wr.
v' JlazepHbIl NpUHTEP 1 wr.
v KoNoHKM 1wr.
v KOMNJIEKT MOHTaHbIX YacTel, B COCTage: 1K-T
— Kabenb HDMI 1 wr.
— [nactmanH ana oneyaTbiBaHMA 50r.
— Kabenb USBAM 1 wr.
—  YOAnHUTEeNbHbIN Kabenb nutaHma C14 - eBpo-po3eTKa 1 wr.
— [aket c 3amKkom Ziplock 1 wr.
v YnaKkoBKa 1 wr.

V' dopmynap 1 3K3.



HAOEXHOCTb U TAPAHTUA

= [apaHTUNHbIN CPOK 3KCMyaTaumm — 2 roaa.
= Ha3HayeHHbI CPOK cayKbbl — 10 neT.

TEXHUYECKUE XAPAKTEPUCTUKH

HavmeHoBaHMe napameTpa

MoHutop

[unaroHanb MOHUTOPA, He Bonee, AlONM

PaspelueHmMe sKkpaHa

CucteMHbIN 610K

Obbem Hakonutens, '

CeTeBas KapTa ¢ 6a30BOM CKOPOCTbIO Nepeaayn AaHHbIx, MouT/c
YctaHosneHHoe 10

3HayeHue

24
1920x1080

1000

1000

OC «Astra Linux Special
Edition»,

CAB3 «Kaspersky Endpoint
Security gna Linux»,

CNO «CuHepret 1 CB»,
Cpencteo [JoBepeHHOM
3arpysku

Ob6uwue
Hanpsa)keHne aneKTponuTaHus oT CceT NepemeHHoro ToKa, B/y 220/50
MNoTpebnaemas MOLLHOCTb, BT:
— cucTemHoro 6/10Ka 95
—  MOHMTOPA 20
[dwnana3oH pabounx TemnepaTtyp, °C oT +5 oo +50
abapuTHble pa3mepbl, He bonee, MM:
— cuctemHoro 610Ka 90x234x222
— MOHMTOPa C NOACTaBKOM 565x433x220
Macca, He bonee, Kr:
— cucTemHoro 610Ka 2,65
—  MOHUTOpA 4,4
NOAKNKOYEHUE
1 —Pasbem Ana noakntoydeHmna kabens nuTaHns
XX /ﬁ7 2 —Pasbembl 415 NOAKAOYEHMA ayAMOYCTPOMCTB
":':::::: 3 — Pasbembl USB 418 noakt04eHNA yCTPOMCTB
Oy /i 4 — Paszbem DVI an14 NoaKA04eHUA MOHMTOPA
5 — Pasbem HDMI gna nogkntodeHmnsa MOHUTOPa
§ h //i 6 — Pasbem PS/2 ana noaxatoveHusa KnasuaTypbl/MaHMNyAsTOPa
THNA KMblLLbY»
Y 7 — Pasbem VGA gna nogknNtodeHmna MoHMTopa
L /i 8 — Paszbem ans nogknoveHns LAN-Ethernet
5
il



HacTpolkn no ymonyaHumio:
— |IP-appec—172.16.16.1
— [aHHble ANa aBTOpM3aLmm

bios

OC Linux (AomuHucTpaTop 6e3onacHOCTU MHGOPMaLIMN)
OC Linux (AamuHucTpaTop CMO)

OC Linux (OnepaTop CMO)

CNO (AamuHuctpaTop CMO)

CMNO (OnepaTop CrO)

CA3 (AamuHuctpaTop 6€30nacHOCTN MHPOPMaLUK, ANA
aIMMHUCTPUPOBAHMA)

CA3 (AamuHuctpaTop 6€30nacHOCTN MHPOPMaLMK, ANA
3arpy3kum OC)

CA3 (AomumHncTpaTop CMNO)

CA3 (Onepatop CMO)

JNloruH
osabi
synadm
synoper
AOMUHUCTPATOP
OnepaTtop
admin

osabi

synadm
synoper

Pa3spaboTaHo 1 npousseaeHo B Poccum
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