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ABTOMaTU3UPOBAHHOE
paboyee mecTo
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HA3HAYEHUE

ABTOMaTM3MpoOBaHHOe paboyee mecTo AexkypHoro onepaTtopa (APM-10) KOMNAEKCHOW CUCTEMbI

H6e3onacHoOCTM 0H6beKTa «CI/IHepI'eT BK» npeaHa3Ha4eHo A4 yAaN1eHHOro NpoCMOTPpa BMAEeOKaHa/ 108

B pea/ibHOM MacluTabe BPEMEHMU, a TaKXKe NPOCMOTPa BMAEOaAPXNBa, PACMNO/IOKEHHOIO Ha XEeCTKOM

[IMCKe cepBepa.

OBNACTU MPUMEHEHUA

KOMMeKcHasa cuctema besonacHocTn obbekta «CuHepreT BK»

NCMNOJIHEHUE

npeactasnaeT coboit aBa KK-MOHWMTOpPaA C 3aKpPeNnNeHHbIM Ha 3aZHEeN CTEHKe OAHOro M3 HUX
KOMMAKTHbIM CUCTEMHbIM 610KOM

CUCTEMHbIN 670K OCHallleH CheunanbHOM METANIMYECKON 3KPAHMPYIOLEN  KPbILWKOM,
npeaoTBpalLatolLlel HEeCaHKUMOHMPOBAHHbLIM AO0CTYN K €ro pasbemam, W MNporpaMmHbIM
CpeacTBOM OBEPEHHOM 3arpy3Ku

Ha cucTeMHOM 6/10Ke npeaycMOTPeHbl pasbembl ANA MNOAKAOYeHMA Kabena nuTaHuA,
MOHWTOPOB, BXOAALLMX B KOMMIEKT MOCTAaBKM KNABMATYPbl U MbllK, ayAMOYCTPONCTB, aHTEHH
Wi-Fi, USB-HakonuTenem 1 yCTPOMCTB, a TaKKe pasbem Ansa noakatodeHma cetn Ethernet
npeayctaHosneHo CMO «CuHepreT 1 CB» Ha 6a3e onepaumnoHHoM cuctembl Astra Linux
KomnnekTyetca |P-TenedoHOM, NnasepHbIM NPUHTEPOM, aAYAMOKONOHKAMW, WHTEPAKTUBHbLIM
MCTOYHMKOM HecnepeboMHOro NUTaHWA 1 ceTeBbIM GUNBTPOM



BO3MOXHOCTU

KOHTPO/Ib COCTOSHMA CPEeACTB ODOHapyKeHWs (NepMMeTPOBbLIX, OOBEKTOBbLIX) OXPaHAEMbIX
obbekToB

npAmoe BW3yanbHoe HabatogeHWe NOCPeACTBOM OXPAaHHOTO TeneBnaeHMA 3a 0OCTaHOBKOM Ha
nepumeTpax (TeppuUTopuUM NEpPUMETPa) U BHYTPU 34aHUI (COOPYKEHN)

dopmumpoBaHMe M Bblda4ya Ha MoOHMTOp APM curHana TpeBOrM Mpu  MOMbITKE
HEeCaHKUMOHMPOBAHHOIO MPOHMKHOBEHUA Yepe3 pybexn oxpaHbl C yKa3zaHMEM TPEBOXKHOTO
MecTa Ha rpadmyeckom nnaHe o6bEKTa, a TaKKe pPerncTpauma AaHHOro CMrHana B 6ase AaHHbIX
(BA) CRYA,

bopmmrpoBaHme rpadnyeckmnx CoobLLEHNN M TPAHCMAPAHTOB C PEKOMEHAAUMAMM (YKazaHUAMMY,
NoCNefoBaTeNIbHOCTbIO  AEWCTBMI, BapuMaHTaMW  peweHuin wu  T.N.) onepaTopy npw
BO3HWKHOBEHMMW HELITATHbIX CUTYaLMI

aBTOMATM3NPOBaAHHAA WAEHTUGUKAUMA HEPEernaMeHTUPOBAHHbLIX CUTyalMi, CBA3aHHbIX C
npeoaoneHnemM CUrHaNbHbBIX Pybexeln nepuMeTpOB, OXPaHHbIX CUCTEM BHELWHMX 3/1€MEHTOB
CNeumManbHbIX COOPYMKEHWUN, MX MOMELWEHUA W WHAMKAUMA Ha CpeacTBax OTobparkeHuA
NPU3HAKOB MECTOHAXOXAEHMA TPEBOXKHbIX Y4acTKOB M GaKTOB aBTOMATMYECKOro BKOYEHMA
CPeACTB 3alMTbl (CBETOBOWM, 3BYKOBOM CUrHaAM3aLLMM, CPEACTB BO3AENCTBUA)
NNaHMMETPUYECKOe OTODpaXKeHMe TPEBOXKHbIX Y4YaCTKOB W CPeAcTB, 3adMKCMPOBABLLMX
HepernameHTMPOBAHHYIO CUTYaLMIO

aBTOMAaTMYeCcKoe NpeAcTaBneHne BUAE0N306paKeHMA C TPEBOXKHOIO y4acTKa
aBTOMATM3MPOBAHHOE YNpaB/eHne CpeACTBAMM OXPAaHHOTO TeNeBUAEHMA

bopmumpoBaHMe 1 Bbigadya Ha APM curHana TPeBOrM NMpu MNOMbITKE HECAHKLMOHMPOBAHHOIO
NPOHUKHOBEHMS Yepes KOHTPOIbHO-MPOMYCKHOM MYHKT, @ TaKXKe perucTpauma 4aHHOro curHana
B 6 CKY/]

aBTOMaTMYecKoe oTobparkeHme curHana Tpesorn Ha APM npm NonbITKe HECaHKLMOHNMPOBAHHOIO
[0CTyna (4ocTyna noA NPUHYKAEHNEM) Ha Y4aCTKM KOHTPOAA

KOHTPO/1b M 0TODparkeHne MHGOPMaLMK OT CPEACTB M CUCTEM KOMMIEKCHOW BesonacHocTM (npwm
nHTerpaummn B komnaexc TCO)

3allMTa OT HECAHKUMOHMPOBAHHOTO A0CTYNa K paboymm CTaHLUMAM C MOMEHTA MX BKIOYEHNA 10
MOMEeHTa CTapTa OnepaumoHHOM CUCTEMbI

npoBepKa LUeNOCTHOCTM NPOrpamMHO-anmnapaTHoOW cpeasbl

pernctpauma cobbiTuin 6e3onacHoOCTM

OCOBEHHOCTU

H610KMPOBKA 3arpy3KM HELITATHbIX ONepPaLMOHHbIX CUCTEM

cooTBeTCcTBME TpeboBaHMAM nNprKkazos PCTIK Poccum

obecrneyeHne A0OBEPEHHOM 3arpy3kMm B aBTOMATM3MPOBAHHbLIX cucTemax, obpabaTbiBatoLmx
rocyZapCTBEHHYO TanHy

TMOKUIA  MHTepdenc ¢ WWUPOKMM PALOM HACTPaMBaEeMbIX MapaMeTpoB W aJroOpuUTMOB,
obecneynBatoWmMii yaOOCTBO WMCNONb30BAHMA B PA3/IMYHBIX CUTyaUMAX B 3aBUCMMOCTM OT
MOCTaB/AEHHbIX 33434

KOMMaKTHOE UCNONHEHMe



ROMIMJIEKT NOCTABKH

HavmeHoBaHue Kon-so
v" CucTemHbI 610K, B cOCTaBe: 1K-T
— CAB3 «Kaspersky Endpoint Security ana Linux» 1 aK3.
— [lnck ¢ OC «Astra Linux Special Edition» 1 wr.
— CMNO «CnHepret 1 CB» 1 3k3.
—  DKpaHupytowaa kpbiwKka APM agna Mini Tower 1 wr.
— CAO3 «SafeNode System Loader», 1 wr.
— KomnneKt nporpammHbix cpeacts gaa 3MHN 1 3k3.
v" MoHuTtop XK 2 Wr.
v Mbiwb USB 1 wr.
v’ KnasumaTypa USB 1 wr.
v VcTouHuK BecnepeboitHoro nutaHua 700 BT 1 wr.
v IP TenedoH STI-100 1 wr.
v’ CeTeBol opUnbTp 2 Wr.
v' JlazepHblit NpUHTEP 1 wr.
v KONoHKK ayamo 1 wr.
v KOMMIEKT MOHTa)HbIX 4acTel, B COCTage: 1K-T
— Kabenb HDMI 1 wr.
— [lnactmnmH ana onevatbiBaHWA 50r.
— MepexogHuk DisplayPort - HDMI 1 wr.
—  YOoanHuTenbHbln Kabenb nutaHmna C14 - eBpo-po3eTka 2 Wr.
— Kabenb USBAM 1 wr.
— [Maket c 3amkom Ziplock 1 wr.
v YnaKkoBka 1 wr.
V' ®opmynap 1 3K3.
v/ BeoOMOCTb 3KCMIyaTaLUMOHHbIX JOKYMEHTOB 1 3Ks.

HAOEXHOCTb U TAPAHTUA

= [QpaHTMINHbLIN CPOK 3KCNAyaTaumm — 3 roaa.
= Ha3Ha4yeHHbI CpoK cayxbbl — 10 neT.

TEXHUYECKUE XAPAKTEPUCTUKU

HanmeHoBaHMe napameTpa 3Ha4yeHune

MoHuTOop

[dunaroHanb MOHUTOPOB, He Honee, AONM 24

PaspelleHuMe 3KpaHa 1920x1080

CuctemHbIn 610K

Obbem HakonuTtens, I'b 500

CeTeBan KapTa c 6a30B0OM CKOPOCTbIO Nepeaayn AaHHbIx, Mout/c 1000

YcTtaHoBneHHoe 0 OC «Astra Linux Special
Editiony,

CAB3 «Kaspersky
Endpoint Security ans
Linux»,

CNO «CuHepret 1 CB»,
CA3 «SafeNode System
Loader»,



HanmeHoBaHKWe napameTpa 3HayeHue

Komnnekt
NpPOrpammHbIX CPeacTB
ana 3AMHN
Obwme
Hanpsa»KeHne aNeKTponuMTaHus oT CeTV NepemeHHoro ToKa, B/l 220/50
MoTpebnaeman MOLLHOCTb, BT:
— cuctemHoro 6aoka 95
— MOHUTOPA 20
[dunana3oH pabounx Temnepatyp, °C ot +5 go +50
abapuTHble pasmepbl, He bosiee, MM:
— cuctemHoro 610Ka 300x260x110
— MOHMTOPA C NOACTaBKOM 565x433x220
Macca, He bonee, Kr:
— cuctemHoro 6aoka 3
—  MOHUTOpA 4,4
NOAK/THOYEHUE
1 — Paszbem gna noakato4eHna kabens nuTaHma
XX /ﬁ7 2 —Pasbembl 415 NOAKAOYEHMA ayAMOYCTPOMNCTB
":':::::: 3 — Pasbembl USB 418 NOAKNO4EHNA YCTPOMCTB
oy /i 4 — Pasbem DVI 4na noaKAtO4EHNA MOHUTOPA
5 — Pasbvem HDMI gna noakntoYeHmns MOHUTOPa
i\ O, C-CN //i 6 — Pasbem PS/2 ona NoAkNO4eHUs KnasmaTypbl/MmaHunyasTopa
TMMNa «MblLLbY»
7 —Pasbem VGA 1A nogKktodeHna MOHMUTOPaA
L /i 8 — Paszbem ana noakntodeHmna LAN-Ethernet
5
¥~
3 HacTpolKkn no ymon4aHuto:
i\ & ol — IP-appec—172.16.16.1
L — [aHHble 4NnA aBTopm3aumm
JNlornH Maponb ona sxona
bios - bios777 wnn bios
OC Linux user adm777
cno AAMUMHUCTPATOP dvr777
CpencTBo AOBEPEHHOM 3arpy3KM (aAMUHUCTPATOP) admin stilsoft
CpeacTso AOBEPEHHOMN 3arpy3Ku (KIMEeHT) user stilsoft

Pa3spaboTaHo 1 npounsseaeHo B Poccum

+7 (8652) 52-44-44

www.stilsoft.ru



